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Presentation Notes
Ladies and gentlemen,It is a great pleasure and honor to be here with you today and have a chance to briefly introduce two new concepts to address hybrid warfare!
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The September 11 attacks  

• The attacks killed 2,996 
people and injured over 
6,000 others and caused at 
least $10 billion in property 
and infrastructure damage 
and $3 trillion in total costs. 
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Presenter
Presentation Notes
Location: Command and General Staff College - Rio de Janeiro - BrazilAs soon as the attacks began, the students were taken to the main auditorium to watch, in real time, those terrible events.The American officers were called to the US Embassy immediately.=====================Surprisingly, on my right, two foreign students, began to applaud.===Obviously none of us could accept that attitude! I asked: how can you applaud? Don’t you see that this is a terrorist attack and that many people will die or be injured?===The answer was short and direct: they are getting the same cruel treatment they gave to other nations!
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HYBRID 
THREATS!! 

Who is the 
enemy? 

What are his 
motivations? 

How to face him? 

Presenter
Presentation Notes
Who is the enemy?What are his motivations?How to face it?



IRREGULAR 
Foreign internal intervenction 
Counterterrorism 
Unconventional 
Stability Operations 
Counterinsurgency 

        REGULAR 
Conventional weapons 
Well-defined forces 
Targets the opponent's military 
State-on-state conflict 

        HYBRYD 
Conventional 
Unconventional 
Criminality 
Terror 
Cyber 
Social Medias 
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Revenge? 
Genocide? 

Ethnic cleansing? 
Religious Segregation? 

Full of hatred! 

Presenter
Presentation Notes
What is it all about?……..Revenge?Genocide?Ethnic cleansing?Religious Segregation?===Full of hatred!



AXIOM OF SCIENCE 

There is no effect 
without a cause! 
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Presentation Notes
There is a very old Axiom of Science: There is no effect without a cause!===============Rather than continue applying the "Talion penalty - an eye for an eye and a tooth for a tooth", aggression by aggression, destruction by destruction, death by death, it is time to use efficient methodologies and intelligent technologies to address this new threat!



INITIAL ASSUMPTIONS 

• Ready for the Predictable, Prepared for 
the Unexpected? 
 
 
 

• Constructive Simulation enhances 
Interagency Training! 
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Presenter
Presentation Notes
Military and civilian decision makers are used to planning, training and making decisions to face hybrid threats based on the processes, doctrine and protocols they were taught on graduate courses at colleges and universities. A new multidimensional battlefield emerged, fragmented and ambiguous. The use of interagency actions, synchronized in time, space and purpose becomes fundamental. It is time to start using an interagency-focused training methodology which takes on board a wide range of new possibilities and limitations. ==================================================================================================The future will see the military working far more closely with an inter-agency environment and the best way of achieving this is through constructive simulation. Experience has demonstrated that the military and civilians are so used to train with low level and limited spectrum simulation solutions that when it comes to performing real complex interagency operations, or when there is a brand new type of threat, there is very little synergy.Next generation constructive simulation demands a comprehensive approach to train interagency command posts, covering both conventional and irregular operations, as well as any other interagency operations such as Operations Other Than War (OOTW), public safety, natural or man-made disasters, evacuation of refugees and even terrorist attacks. 



INTRODUCTION 

• “Every age has its own kind of war, its own limiting conditions, and its 
own peculiar preconceptions.”[1] 

 
 

 [1] Carl von Clausewitz, On War. 
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Presenter
Presentation Notes
Empowering people requires suitable methodologies and tools to help make them capable of performing specific missions.This new and unexpected enemy works day and night to take us to a multi-dimensional war, using craven and treacherous devices, without any regard for human life - the Hybrid War.Our crisis management methods, as well as the tools used in these processes need to change considerably. 
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Presenter
Presentation Notes
New challenges require new strategies.Strategic thinking does not tolerate stagnation! As is borne out by the nature of conflicts in the last fifty years, the strategies to address them have also undergone considerable changes, many of which have evolved to the association of two or more approaches previously considered typically unique.In this sense, the combination of conventional and irregular methods is not new and has been used throughout history. But merging strategies is not enough - adapting is essential!================================================================================================Thus, should interagency decision makers keep using the same doctrine, protocols and planning methodologies? Are they prepared to cooperate and decide in an interagency operational environment? Is the way these decision makers are trained and train their staff providing satisfactory results and consistent courses of action to address the new threats?



 
“If you know the enemy and know yourself, you need not 
fear the result of a hundred battles. If you know yourself 
but not the enemy, for every victory gained you will 
also suffer a defeat. If you know neither the enemy nor 
yourself, you will succumb in every battle.” 
 
― Sun Tzu, The Art of War 

Presenter
Presentation Notes
Do we know the enemy and know ourselves as well?==============================Answers may vary, but as the strongest argument is a positive outcome, this paper proposes the concepts of Interagency-Centred Training (IA-C Training) and Hybrid Scenario Simulation (HS-Sim).

http://www.goodreads.com/author/show/1771.Sun_Tzu
http://www.goodreads.com/work/quotes/3200649


Interagency-Centred Training (IA-C Training) 
 

 and 
 

 Hybrid Scenario Simulation (HS-Sim) 

10 



INTERAGENCY-CENTRED TRAINING (IA-C TRAINING) 
I. Decision-Makers' Intra-Institutional Update 
II. Update Knowledge on Each of the Actors (Agencies) Members of 

the Interagency Task Force 
III. Updating Information and Knowledge About the Operating 

Environment, the Potential Enemy (Hybrid Threats) and on 
Collective Strategies to Overcome It 

IV. Intensive Command Post Training for Interagency Operations in 
Hybrid Scenarios with Suitable and Reliable Constructive Simulation 
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Presenter
Presentation Notes
Several efforts to succeed in interagency operations in recent scenarios have made it clear that mutual understanding and respect, as well as adaptability are sine qua non attributes of leaders and decision makers in crisis management, in purely military conflicts and, more recently, in hybrid warfare.The concept of IA-C Training is based on the fact that once you have created the right conditions to obtain a consistent synergy of efforts, both civil and military decision makers will improve their current capabilities to adapt and face hybrid threats.Four ACTORs are proposed to create the right conditions to make interagency collaboration effective.



I. Decision-Makers' Intra-Institutional Update 
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Presenter
Presentation Notes
The aim is to prepare agents to think and act in accordance with the political and doctrinal parameters currently adopted by their institutions, thus minimizing the interpretation deviations and the negative personal view. To achieve these goals, they must participate in knowledge update seminars and study in detail the political and institutional situation relating to their organization.



II. Update Knowledge on Each of the Actors (Agencies) 
Members of the Interagency Task Force 
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Presenter
Presentation Notes
Probably the biggest obstacles to achieve synergy in interagency operations are the lack of knowledge or the existence of limited (distorted) knowledge on real capacities, possibilities and limitations of other partners. The most important aspect is to achieve a consistent knowledge level about "the other" in order to explore each of its strengths while minimizing its weaknesses, and finally integrating efforts in order to achieve maximum proficiency in interagency operations. To achieve this goal, agents must participate in knowledge update seminars and study in detail the political and institutional situations relating to these organizations.



III. Updating Information and Knowledge About the 
Operating Environment, the Potential Enemy (Hybrid 
Threats) and on Collective Strategies to Overcome It 
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Presenter
Presentation Notes
We need to break the paradigms we have about how to confront the enemy in this operating environment, studying it and adapting our best practices to it. What do we know about hybrid threats? Do we understand their political objectives? In most cases we will not be able to anticipate its movements and actions precisely because this enemy employs cowards and unconventional artifices. However, if our decision makers are properly prepared and our security forces operate synergistically, we will be creating the conditions necessary to greatly minimize the effects of their actions, avoiding unnecessary loss of human life and the destruction of public and private assets.



IV. Intensive Command Post Training for Interagency 
Operations in Hybrid Scenarios with Suitable and 
Reliable Constructive Simulation 
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Presenter
Presentation Notes
The next generation constructive simulation system cannot simply simulate courses of action in a traditional environment! There is a new and well-defined need that it must allow users to cover a comprehensive range of operating environments, challenging decision makers to face typical situations presented by hybrid threats such as terrorism, destruction, suicide, rebels, enemies, crime, religion, security, psychosis, weapons of mass destruction, extremists, cyber terrorism, human crowds, OOTW and peacekeeping operations, among others.



HYBRID SCENARIO SIMULATION (HS-SIM) 
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Essential Attributes 
of the Next Generation Simulation: 

Presenter
Presentation Notes
Since the terrorist attacks of September 11, the demand for precision and quality of command post training tools has increased. Simulation can be the bridge to revolutionize interagency command post training! It must simultaneously cover multiple operational possibilities and count on reliable artificial intelligence algorithms based on military doctrine, protocols, procedures and the “modus operandi”  of each participant entity of the scenario, to fight this new enemy in a hybrid scenario.The key principle is the need for a new and powerful training and decision support tool. 



High level of realism 
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Presenter
Presentation Notes
A state-of-the-art simulation system must represent high-fidelity ground forces immersed in highly realistic joint-forces scenarios and high-fidelity emergency response units and teams immersed in complex crisis and disaster scenarios through the use of physical models and advanced interoperability features. These attributes are part of the requirements portfolio able to ensure quality results on interagency training, blending conventional, irregular or hybrid threats, with high fidelity.



Automated forces and units 
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Presenter
Presentation Notes
Platoons, companies, emergency response units and teams must be intelligent and autonomous. They must receive operational orders and execute them without additional input from the operators, while adapting their behavior accordingly as the situation evolves. Such a level of fidelity on combat actions, the operations of battalions, brigades, army divisions and higher, provides commanders and their staff with remarkably reliable simulation exercises. The trainees and their crisis team members must be able to give instructions to the subordinate level using their standard means of communication. These high-level instructions should then be executed automatically, without any additional input from the players, with teams in the field adapting their behavior once the scenario changes. Artificial Intelligence should then determine the impact on the situation and its evolution. Precise operational reports from the incident area are to be then sent back up through all levels of the incident organization, resulting in a new status report at the crisis team level. It is essential that the system provides users with a dynamic interaction between the instructions given and a continuously evolving situation and environment. This is the kind of intelligent simulation that will help transform the way the interagency teams are trained in this new context of hybrid war, with greater efficiency and lower operating costs.



Adapted to Your Organizational Structure, 
Procedures and Doctrine 
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Presenter
Presentation Notes
The challenge of facing hybrid threats requires maximum integration efforts and synergy and, to achieve this goal, training should mimic reality to allow testing of the various courses of action, as well as improve our practices and planning processes. Everything in this next generation simulation system must be carefully customizable to match the specificity of every possible crisis situation, procedure or doctrine: from vehicle speeds, weapon system performance and sensor accuracy, through unit composition, basic loads and logistics systems, to unit behaviors and missions. Emergency response vehicles, equipment, and material in the simulation must provide a highly accurate representation of those deployed during the real crisis. Furthermore, human behaviors supplied are to be equally realistic in such situations.



Flexible and complete 

Instructor Scenario
Development

Push Scenarios
to Web Server

Download Scenarios
and/or Sword

Single or Multiplayer 
Practice

Supervised 
Syndicate Wargame

Push Results
to Web Server

Revise Training and Adjust

Assess
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Presenter
Presentation Notes
It was observed that there is a real race against the clock that records each cyberattack, every terrorist action, each intentionally caused economic upheaval, every diversionary action by this new enemy that does not hesitate to test our levels of prevention and preparedness to coping with it.Use cases need to cover command staff large-scale training centers, officer self-training, course of action analysis, planning, decision support high-level crisis management training, validation of procedures/equipment/means of communication, and interoperability and emergency plans.  This new system must also have the capability to be used as a decision-support system during a crisis situation or as support for a largescale live exercise. Furthermore, support of interoperability standards and integration with existing command & control systems used by the military or emergency response organizations are essential requirements, as well as other simulation systems.



Extensive Out-of-the-Box Content 
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SUPPORT TRANSPORTATION

Supply MedicalMaintenance Amphib.Transport Aerial

NBC

Human RadarUAV
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& Terrorist
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Presenter
Presentation Notes
We are facing a complex number of entities to be represented in each simulated scenario. Consequently, each potential friend or foe entity should be represented in the simulation so that training approaches the desired situation. This next generation simulation system must also contemplate a large number of predefined units including armed forces (infantry, tanks, artillery, engineering, army aviation, etc.), public safety (police forces, firefighters, ambulances, etc.), asymmetric threats (terrorists, militias, etc.) government agents and civilians (NGOs, refugees, etc.), but also with threats such as natural, manmade, chemical, petrochemical, nuclear and biological disasters.



Extensive Out-of-the-Box Content 
POLICE 

HEALTH 

FIRE / NBC 

ADMINISTRATION & 
CIVIL SERVICES 

INCIDENT 

DISASTER 

Police Enforcement Border Customs Prison DEA 

Ambulance Med. Station HeliEvac Hospital Triage 

Demonstration Hazard Riot Fire Poison Radio Bombing 

Eruption Flood Landslide Tornado Tsunami 

Gas, Power, Water, Road, 
River, Media, City Hall, …  

Fireman Station Hydrant Chemical Nuclear 
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Presenter
Presentation Notes
The more detailed the models of databases of each unit represented, and the higher the fidelity of libraries with information about their organizational structures and behaviors, the more simple and natural shall be the simulation, and the greater the flexibility for simulation managers.



Total Solution “All-in-One” 
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Conventional warefare 
a form of warfare conducted by using conventional 
weapons and battlefield tactics between two or more 
states in open confrontation 

Unconventional warfare 
An attempt to achieve military victory through 
acquiescence, capitulation, or clandestine support for one 
side of an existing conflict. 

Crisis management 
The application of strategies designed to help an 
organization deal with a sudden and significant negative 
event. 

Public safety 
Refers to the welfare and protection of the 
general public. 

Terrorist attacks 
A surprise attack involving the deliberate use of 
violence against civilians in the hope of attaining 
political or religious aims. 

 

 

 

 

 

Criminality, Cyber, Social 
Medias… 

 

? 

Presenter
Presentation Notes
How many simulation systems would be required to cover the entire spectrum of possibilities presented in hybrid war? Why can we not use a single simulation system as a productivity tool in our training? Improving training in interagency operations with this new demand leads us to seek a Hybrid Scenario Simulation. A single tool for a complete training program, optimizing time, human and material resources, ensuring the necessary operational functionality.This “all-in-one” simulation must fulfill many other gaps not covered by conventional constructive simulation systems, such as having on the same platform a timeline to set up in advance events on the scenario, tools for scenario preparation, a terrain generation tool, physical and decisional models adaptation, an easy-to-use and functional after-action review tool, the possibility to use a self-training launcher and a web-based interface to manage distributed exercises.



CONCLUSION 

“Although no one can go back and make a new start, 
anyone can start now and make a new ending!” 
 

Chico Xavier 
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Presenter
Presentation Notes
Addressing hybrid threats requires more than new skills. It is necessary to expand the boundaries of conventional training, adapting thoughts, processes and protocols, learning to get to know each of the allies and to believe in the results of real teamwork. Self training is not a consistent solution, if the methodology applied does not target the necessary goals. This paper has suggested some training practices already known and used by several organizations, but also the need of going further – the need to evolve to an interagency-centred training. Still, if we do not understand the importance of using them systematically and cooperatively, the results will not be satisfactory.In this scenario, constructive simulation with artificial intelligence emerges as a powerful tool capable of revolutionizing the training of decision makers on interagency operations, offering realistic simulation of operational situations in a hybrid war context.
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